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1. Introduction

The Utah Electronic Visit Verification (UEVV) project’s purpose is to employ automated
solutions to achieve compliance with Electronic Visit Verification (EVV) requirements in
Section 12006 of the 21 Century CURES Act. This will allow providers to reduce costs
associated with EVV and the State to assure claims/encounters associated with Personal Care
Services (PCS) and Home Health Services (HHS) can be validated as required by the Act.

The goal is to develop a system for providers to submit EVV records via two transmission
methods: an Application Programming Interface (API) channel and a Secure Web portal channel.
Both the API and Web portal channels will also support for synchronous status responses (was
the transmission accepted or rejected).

1.1. Identification

The purpose of this document is to provide guidance to all types of external transmitters about
composing and successfully transmitting compliance EVV data submissions to the State of Utah
Medicaid.

The audiences of this document are:

e Provider — A servicing provider who is required to submit EVV records.

e User — A person who works for a servicing provider and is submitting the required data
on behalf of the provider.

e Software Developer — the party who is writing either the origination or the transmission
software according to UEVYV specifications.

e Transmitter — is collectively referred as Provider, User, or Software Developer who is
sending the transactions.

1.2. Scope

This document covers details on composing and submitting required EV'V records by
transmitters to the State of Utah Medicaid. The scope of the document addresses the API-
application based via Simple Object Access Protocol (SOAP) messages exchanged between
external providers applications and Utah Medicaid’s exposed Web Service (WS) endpoints, as
well as the Web portal-based channel that allow human initiation to securely submit data.

1.3. Purpose

The purpose of this document is to provide sufficient technical information to the transmitters so
that they are able to compose and submit valid data submissions. The document also addresses
how the State’s acknowledgement response is transmitted to transmitters, as part of the
synchronous session as the records are received.
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1.4. Definitions, Acronyms and Abbreviations

Table 1: Definitions, Acronyms and Abbreviations

Name Definition

API Application Programming Interface

CA Certificate Authority

CPT Current Procedural Terminology

Csv Comma-Separated Value

DSPD Division of Services for People with Disability
DTS Department of Technology Services

EVV Electronic Visit Verification

HCPCS Healthcare Common Procedure Coding System
HHS Home Health Services

HTTPS Hypertext Transfer Protocol Secure

IT Information Technology

NPI National Provider Identification

PCS Personal Care Services

PRISM Provider Reimbursement Information System for Medicaid
SOAP Simple Object Access Protocol

SQL Structured Query Language

SSL Secure Socket Layer

SSO Single Sign-On

UEVV Utah Electronic Visit Verification

uTC Coordinated Universal Time

WS Web Service

WS-Addressing Web Service Addressing

XML Extensible Markup Language

2. Interface Overview

The Web interface uses Hypertext Transfer Protocol Secure (HTTPS) for user’s data input,
submission and receive acknowledgement response. The Utah ID Single Sign-On (SSO) is used
to authenticate and authorize user’s access to use the portal.

The EVV data is exchanged and encrypted between Transmitters and Utah Medicaid using
Secure Socket Layer (SSL) protocol via SOAP message exchange with Extensible Markup
Language (XML) file format. The SOAP data structures and XML Schema are specified in this

document.
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3. Secure Web Portal Channel

In this channel, a user is first presented with a SSO login screen where a Utah ID is required to
gain access, if authenticated and authorized, the user will be redirected to the Web interface to
initiate and submit EVV data.

3.1. CSV File

The CSV File method is for third-party software solutions to export electronically captured EVV
data in a format the Utah Medicaid system will accept. The CSV File method is not to be used as
a manual input method.

To submit via CSV, choose the Upload CSV from the navigation menu in the upper right.

Download a copy of the CSV template. Use the template to ensure necessary formatting and
column order for your CSV to be uploaded to the EVV system. Required fields are marked in
the header row with (req) after the column names. If using Excel to adjust the CSV file see

Appendix A.
Please note:

1. If using your own CSV file, the first row will always be treated as a header and thus
ignored.

2. The upload process may take up to 20 minutes for large files.

You will receive a submission message upon completion of processing. It will tell you how
many records were submitted, how many were accepted, and how many were rejected. Below
the receipt message you will find information on which rows were rejected. You will need to fix
these rows and resubmit them. Please resubmit only the corrected rejections the same way as the
initial submission.

The follow table displays the user’s options:

Table 3: Upload CSV Options and Functionalities

User Option Functionality

“Download CSV template” Initializes the download process for the CSV template.
button
“Choose File” button Opens the file browser and allows a single CSV file to

uploaded. After selection the file name is displayed adjacent
to the button.

“Upload CSV” button Initializes the CSV file upload. A status bar will appear and
show the progress.
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3.2. EVV Data Elements

The following table provides information regarding the required input EVV data elements using
the Web portal or CSV.

Table 4: The Input EVV Data Elements

Data Data Description Required Expected Format
Elements
Member Member ID — Medicaid Member ID | Yes VARCHAR (10)
Member First Name Yes VARCHAR (1-255)
Ml No VARCHAR (0-255)
Member Last Name Yes VARCHAR (1-255)
Service Service Code (HCPCS/CPT code or | Yes VARCHAR (5)
DSPD service code)
Service Description No VARCHAR (1-255)
Servicing Provider NPI or Provider PRISM ID | Yes VARCHAR (1-12)
Provider Name of employee performing
service Yes VARCHAR (1-255)
Begin Date of | Begin date, Start time Yes DATE/TIME
Service
Beginning Begin Street Address Yes* VARCHAR (1-255)
ﬁ)egg’tii‘(’)“"n Begin Apt/Suite/Floor No VARCHAR (0-255)
Begin City Yes* VARCHAR (1-60)
Begin State No VARCHAR (0-20)
Begin Zip No VARCHAR (0-10)
Begin Geo Latitude No* NUMBER (38, 10)
Begin Geo Longitude No* NUMBER (38, 10)
Example:
28.523
End Date of End date and End time Yes DATE/TIME
Service
Ending End Street Address No VARCHAR (1-255)
Service End Apt/Suite/Floor No VARCHAR (0-255)
location

EVV Technical Specs
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Data Data Description Required Expected Format

Elements

End State No VARCHAR (0-20)
End Zip No VARCHAR (0-10)
End Geo Latitude No NUMBER (38, 10)
End Geo Longitude No NUMBER (38, 10)
Example:
28.523
Receipt ID Original Receipt-1D of previous No VARCHAR (32)

submitted record. Required if
submit a correction record.

Batch ID Submitter may select the method to | Yes VARCHAR (1-10)
create Batch IDs. Required.

Original Batch-ID of previous
submitted record, if submitting a
correction.

Record ID Submitter may select the method to | Yes VARCHAR (1-10)
create Record IDs. Required.

Original Record ID of previous
submitted record, if submitting a
correction.

NOTE: *Either Begin Address/Begin City OR Begin Geo latitude/Begin Geo longitude must be present.

3.3. Input Data Validations and Error Message

The Web application will check for valid input data fields and the table below provides
information regarding the front-end validation and error messages.

Table 5: Input Data Validations and Error Messages:
Input Field Data Input Error Message

Validations

Member ID e Not Null e Member ID invalid. Check for missing
leading zeros.

e One or more mandatory fields have not
been completed. Please complete the fields
and re-submit.
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Input Field

Data Input

Error Message

Validations

First Name e Not Null One or more mandatory fields have not
been completed. Please complete the fields
and re-submit.

Last Name e Not Null One or more mandatory fields have not
been completed. Please complete the fields
and re-submit.

Service Code e Not Null One or more mandatory fields have not
been completed. Please complete the fields
and re-submit.

Provider ID e Not Null One or more mandatory fields have not

e Numeric value been completed. Please complete the fields
and re-submit.

Employee e Not Null One or more mandatory fields have not

Performing Service been completed. Please complete the fields
and re-submit.

Start Date/ Start e Not Null One or more mandatory fields have not

Time been completed. Please complete the fields
and re-submit.

e MM/DD/YYYY Please enter date as MM/DD/YYYY

e Not greater than End Service date and time should be greater
End Date/End than Begin Service data and time.
Time

e Not exceed 365 Service date/time cannot exceed 1 year from
days Date of Service.

e Cannotbe a Service date/time cannot be a future
future date date/time.

e Individual service Service duration cannot exceed 24 hours.
duration cannot
exceed 24 hours

End Date/ End e Not Null One or more mandatory fields have not

Time been completed. Please complete the fields
and re-submit

e MM/DD/YYYY Please enter date as MM/DD/YYYY

EVV Technical Specs
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Error Message

Input Field Data Input
Validations

e Notgreaterthan | e End Service date and time should be greater
End Date/End than Begin Service data and time.
Time
Not exceed 365 e Service date/time cannot exceed 1 year from
days Date of Service.
Cannot be a e Service date/time cannot be a future
future date date/time.
Individual service | @ Service duration cannot exceed 24 hours.
duration cannot
exceed 24 hours
Begin Street Not Null (without | @ The Street 1 field is empty. Either Begin
Address Begin Geo Address/Begin City OR Begin Geo
latitude and Begin latitude/Begin Geo longitude must be
Geo longitude) present. Please complete the field and re-
Null permitted submit.
(with Begin Geo
latitude and Begin
Geo longitude
Begin City Not Null (without | @ The City field is empty. Either Begin
Begin Geo Address/Begin City OR Begin Geo
latitude and Begin latitude/Begin Geo longitude must be
Geo longitude) present. Please complete the field and re-
Null permitted submit.
(with Begin Geo
latitude and Begin
Geo longitude
Begin/End Zip Null e The Zip exceeds the 10-character length.
Batch ID Not Null e Missing Batch ID.
e The Batch ID number field contains invalid
characters that are not numbers.
Record ID Not Null e Missing Record ID
e The Record ID number field contains
invalid characters that are not numbers.
EVV Technical Specs 10 07/01/2021




3.4. Receiving Submission Acknowledgement Response

Note: It is important for the user to capture and save this information for future reference,
should they need to submit a correction to replace this record.

Once a record is submitted, the acknowledgement response (including the Receipt ID, batch ID
and record ID) displays on the screen for the user’s records and future reference.

Figure 1: Web Portal Submission Status and Acknowledgement

You have successfully submitted your record. Please record the following receipt ID, batch ID, and record number in case you need to submit a
correction:

Receipt ID: 2d323736303936333333353132313338

Batch ID: 1

Record No: 1

3.5. Correcting a Previous Entry

To submit a correction to a previous record, you will need to have the Original Receipt ID, Batch
ID, and Record ID from the previous submission to populate the CSV template.

In the CSV template, it is important the “Orig_receipt_id” column is formatted as text.
Otherwise the system will truncate the entry and the file will fail.

Check the Correction checkbox then upload the CSV file.

4. APl Channel

In this channel, records are transmitted using the SOAP Web Services request-response

model. An active provider’s SSL Certificate must be sent to Utah Medicaid to be installed in the
system in advance. Once the certificate is received and stored in the database, a Web Service
Description Language (WSDL) endpoint will be communicated to the provider’s identified
responsible official or contact representative for the provider to set up and start the data
submission.

The file submission SOAP messages from the providers are encrypted and will carry the
authentication key in file’s header for authentication and authorization process. The
acknowledgement of file receipt will be returned as a synchronous XML SOAP message to the
submitting providers.

A transmission consists of two parts: the Header and the Data File.

e The Header contains information about the transmitter, transmission and the payload
e The data file contains one or more submissions in XML format.
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4.1. Basic SOAP Message Structure

A SOAP message is a XML structure consisting of SOAP Envelope, SOAP Header and SOAP
Body which may contain payload data. A SOAP message starts with an XML declaration <?xml
version="1.0" encoding="UTF-8"?>. The following section explains various segments and
aspects of a SOAP message available to the transmitters. Please be advised that this document is
not intended as a tutorial and therefore covers only important aspects of a SOAP message. Please
refer to www.w3.0rg/TR/soap/ and other authoritative websites for more information.

The below figure describes the logical structure of basic messages with a SOAP Header and
SOAP Body blocks within a SOAP Message Envelope. A SOAP message contains one SOAP
Header and one SOAP Body within one SOAP Envelope.

e The SOAP Header contains the Web Services Addressing (WS-Addressing) and WS-
Security,

e The SOAP Body contains the payload structure for the required EVV data file to be
submitted.
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Figure 2: An Example of SOAP Message Structure:
SOAP Header (HTTP Binding)
HTTP Headers

SOAP: Envelope
SOAP: Header

WS-Security Header

WS Security Elements

SOAP: Body

EVV Data File

4.1.1. Creating the SOAP Envelope

The SOAP Envelope consists of a SOAP header and a SOAP body. The SOAP header contains
information about the transmitter, the transmission and metadata about the payload in the SOAP
body. The SOAP body is also referred to as the content file, EVV Data File or simply payload.

4.1.2. SQL Injection in the SOAP Message

The special characters listed below are treated as Structured Query Language (SQL) injections.
SQL injections exploit security vulnerabilities in an application's software, and are mostly known
as an attack vector for websites or APl communication between two sources. These may allow
attackers to spoof identity, tamper with existing data, cause repudiation issues such as voiding
transactions or changing balances, allow the complete disclosure of all data on the system, or
destroy the data. Characters that are not allowed due to concerns about SQL Injections are shown
in this table. If needed, the escape characters shown below can be used and are allowed.
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Table 6: SQL Injection In The SOAP Message
Character Character Character Allowed? Escape Escape

Description Characters Character

& Ampersand Rejected (malformed | &amp Allowed
check)

‘ Apostrophe Rejected (sql &apos; Allowed
injection check)

“ Quotation Mark | Allowed &quot; Allowed

- Double Dash Rejected (sql Not Available N/A
injection check)

# Hash Key Rejected (sql Not Available N/A
injection check)

< Less Then Rejected (malformed | &lt; Allowed
check)

> Greater Than Allowed &at; Allowed

Note: Allowed escaped characters may be identified as a potential threat (Error Code TPE 1204)
when they are used in conjunction with certain words such as “and” and “or”, as in “&apos;OR”.
If this occurs troubleshoot by removing the apostrophe.

4.2. SOAP Header

Utah Medicaid defines what should be in the SOAP header. The following sections describe the
elements in the SOAP header.

4.2.1. WS-Security

Utah Medicaid EVV Web Services comply with Web Services Security (WS-Security)
specification version 1.0 for implementing end to end message security. It is an open standard
published by OASIS that defines mechanisms for signing and encrypting SOAP messages and
provides transport-neutral mechanisms to enforce integrity and confidentiality on messages and
allows the communication of various security token formats.

WS-Security defines SOAP extensions to implement client authentication, message integrity and
message confidentiality on the message level. Authentication helps identify the Sender (the
transmitter). Message integrity ensures the recipient receives unaltered request. XML Signature
specification ensures integrity of the message, which defines a methodology for
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cryptographically signing XML. Message confidentiality is to make sure that the data can't be
read during transit. The XML Encryption specification is the basis to encrypt the parts of SOAP
message including headers, body blocks, and substructures, which may be encrypted.

To consume Utah Medicaid EVV web services, transmitter must use the X.509 authentication
framework with the WS-Security specification. An X.509 certificate specifies a binding between
a public key and a set of attributes that includes (at least) a subject name, issuer name, serial
number, and validity interval. An X.509 certificate may be used to validate a public key that may
be used to verify a SOAP message element or to identify the public key with SOAP message that
has been digitally signed.

4.2.1.1. Creating the XML Signature

The signatures are defined using a <Signature> element and accompanying sub-elements as part
of a security header. Note that the signature must be created after the content of the message is
finalized. If changes are made to the message after the signature is created, it may result in a
digest mismatch.

Below is a quick overview of how to create an XML signature. Note that XML Digital Signature
APIs and XML Digital Signature libraries are also publicly available that may simplify
development. An overview and tutorial can be found using the following URL:
http://docs.oracle.com/javase/7/docs/technotes/quides/security/xmldsig/XMLDigitalSignature.ht
ml

1. Determine which resources are to be signed.
2. Calculate the digest for each resource:

Each referenced resource is specified through a <Reference> element and its digest (calculated
on the identified resource and not the <Reference> element itself) is placed in a <DigestValue>
child element mentioned in XML snippet below.

=dsig:RBeference TRI="#Body-elVIiTZxz]IyveC3kRvmE6VwZ2" >
<dsig:Transforms=
“dsig:Transform A2lgorithr="http:/ /www. w3 . crg/2001/10/xm]l —exc—clinff" /=

“<fdsig:Transforms>

<dsig:DigestMethod Rlgorithm="http:/ /www w3 org/2000/09 /xom]l daigfshal " >

<dsig:DigestValue>C+yERDGNBCSINEVoOUDLE/ E+XkED=< /dsig:DigestWValues=
</dsig:Referencexr

The <DigestMethod> element identifies the algorithm used to calculate the digest.
3. Collect the Reference elements:

Collect the <Reference> elements (with their associated digests) within a <SignedInfo> element
as shown below. Note that InclusiveNamespaces cannot be a child element of the
CanonicalizationMethod element.
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“<dsig:SignedInfo>
“dsig:CanonicalizationMethod Algorithrm="http:/ fwww. w3 org/2001/10/xm] —exc—cldnf” /=
<dsig:SignatureMethod ARlgorithm="http://www. w3 . crg/2000/09/xnldsigrsa—shal™ />
<dsig:Reference TRI="#Timestamp-1k&60s3KEuS54uTAeYELZ1NQ22" =
“dsig:Transforms>
<dsig:Transform Algorithm="http:/ www w3 org/2001/10/xm]l -exc—clinf" =
<fdsig:Transforms=
<dsig:DigestMethod Algorithm="http://www.w3 org/2000/09/ xonldasigfshal " =
“<dsig:DigestValue>Cal8EnpevdCmOgMI TwTWwXvDock=</dsig:DigestWValue=
“</dsig:Reference>
“dsig:Reference TRI="#Body—-elVITZxzj3yveC3kRvnEGVWZZ" >
<dsig:Transforms>
“dsig:Transform Algorithrmr="http:/  www. w3 . org/2001/10/xml —exc—cldnf" =
“<fdsig:Transforms=
“dsig:DigestMethod Algorithm="http://www.w3 . ocrg/2000/09/xonldsigishal” >
“dsig:DigestValue>C+yZBOCmBCSONEVoOUDLIP S E+XED=< /dsig:DigestValuea=
</dsig:Reference>

</dsig:SignedInfo>

The <CanonicalizationMethod> element indicates the algorithm was used to canonize the
<SignedInfo> element. Different data streams with the same XML information set may have
different textual representations, e.g. differing as to whitespace. The <SignatureMethod>
element identifies the algorithm used to produce the signature value.

4. Signing:

Calculate the digest of the <SignedInfo> element, sign that digest and put the signature value in a
<SignatureValue> element.

‘ <ds:SignatureValue>SignatureValue</ds:SignatureValue> ‘

5. Add key information:

If keying information is to be included, place it in a <KeylInfo> element. Here the keying
information contains the X.509 certificate for the transmitter, which would include the public
key needed for signature verification.

<dsig:FEevInfo xmlns:dsig="http://www.w3 . crg/2000/08 /xonld=sig#" =
“wsse:SecurityTokenBeference>
“wsse:Reference TRI="H#BST-0pEY¥pslielwpviIFMEwHELwZ2" ValueType="
http -/ docas casis—open . org/wss/2004,/01 /' casi=s—200401-—wa=s—x509—token—profile—1  0O#X
508w3" =
“/wsse:SecurityTokenReference>

< Sdsig:EeyInfo>

6. Enclose in a Signature element

Place the <SignedInfo>, <SignatureValue>, and <KeyInfo> elements into a <Signature>
element. The <Signature> element comprises the XML signature.

<ds:Signature Id="SIG-E6SEBBF1636C5DD4AM]143353323330573"

xmlnsds="http: W W3 oraS2000/08 fsemldsi gt =
<ds:SignedInfo=

“<ds:Canonicali=zationMethod .. /=
“<ds:SignatureMethod ../ =

“<ds:Reference __ />

<ds:Reference ../ =

“<ds:Reference ../ >

< Sds:SignedInfo>

“<ds:SignatureValue=?SignatureValue?<  ds:SignatureWValue>
<ds :FeyInfo Id="KI-E&S8EBBF1&626C50D4AR1433533233904T5" /=
= /ds:Signature=

EVV Technical Specs 16 07/01/2021




4.2.1.2. Message Timeout

WS-Security provides the <Timestamp> header can be used to record creation and expiration
time of a request message. Note that the WS Timestamp must be used within 30 minutes of
creation time based on Coordinated Universal Time (UTC).

“wsuiTimestamp wsu:Ild="Timestamp—1k60s3KEuS4uTA=YE121NO22" xmlns:wsu="

http: /fdocs . casis-—open . org/was/2004/01 foasis—20040]1-wss—wssecuritv-—utilitv-1 .0 xad":>
“wsu:Created=2019-10-09T22:36:393=</wsu:Created™>
“wsu:iExpires=2018-10-13T0%:56:382=/wsu:Expires=

</wsu:Timestame>

4.2.1.3. SOAP Header Example Showing Security Header and Related
Elements

Below is a sample SOAP message transmission.
Figure 3: A Sample an EVV SOAP Envelope

<env:Envelope xmlns:env="http://schemas. xmlscap.orgfscap/envelope/" xmlns:wsa="
http: /S www w3 org/2005/08/addreasing” =
<env:Header>
“wsa:MessageID=urn:4252efea-eaef-11e9%-aa%0-fd733cdbof%eV< wsa:MessageID=>
“wsa:BeplyTo>
“wsa:hddress:=hittp: /fwww. w3 . org/2005/08/addressing/anonymous < fwsahddress>
“wsa:rReferenceParameterss

<instra:tracking.compositelnstancelreatedlime xmlns:instra='
http: fMfyamlns . oracle. com/aca/tracking/l . 0" >2019-10-09T16:36:37 .674-06:00
</instra:tracking.compositelnstancelreatedTimes
</wsa:BeferenceParameters>
“/wsa:ReplyTo=
“wsa:FaultTo>
<wsathddress=http: /fwww . w3 . org/2005/08/addreasing/anonvmona< fwsa:hddress=>
“wsa:ReferenceFarameterss
<instra:tracking.compositelnstancelfreatedlime xmlns:instra="
http: M famlns . oracle. com/aca/tracking/1 . 0"*2019-10-09T16:36:37 . 674-06:00
</instra:ztracking.compositelnstanceCreatedlimes
</wsa:ReferenceParameters>
“/wsa:FaultTo>
“wsse:Security env:imustlUnderstand="1" xmlns:wsse="
http: docs.ocasig—open . org/waa/2004/0]1 foasis—20040]1 -was-wasecuritv—secext-1.0. xsd">

<wsse:BinarySecurityToken ValueType="
http://docs.casis—open.org/wsea/2004/01/oaniag-200401-was—x509-token-profile-1. OfX509w3"

EncodingType="

http://docs casis—open.org/wss/2004/01 /0casis-200401-was—-scap—-message—security—1.0#Basetd4Bin
ary" wsu:ld="BST-0pEYpsielwpvt3iFMEwHALwZ2" xmlns:wsu="

http:ffdocs casis—open org/waa/2004/01 /casis—20040]1 was—wassecurity-utility—-1.0. xad"=
MITDLTCCAlWgAwWIBAgIEWVHrvDANBgk ghk i CowiBAQs FADBnMOawC Y DVOOCEw IV ZE LMA R G2 1 TECBMCVVOXF = AVBgH
VBAcCTOD1INhEHOgTCE rESBDaXREMO8wDOYDVOOKEwWE T EWF 2dCgxDDAKBgNVBAs TADRUTzETMEEGA ] UEAxMKIT0 SBUEN s aW
VudDAeFwlxOTEwMD oy ) I SMTEF aFwlyOTA4MT Uy M) T 3MTFaMCoxC=AJBgNVBAY TA1VTHMD s wC QY DVDOIEw JVVDEXMBIUIGA
1UEBxMOUZFadCBMYWE 1 IENpdHE xD = ANBgNVBAC TEBEh 1 YWk 0aDEMMACCA 1 TECHMDREFR THMRMWE QY DVOODEwR T TOFOQD2 10
ZWSOMITIBI jANBgkghk i GOw0IBADEFAANCADSAMT TBCgRCAQEAoU+ImidmHi Tev ¥k YdVuJYEE TYROau3uPPluhawd RGI1
JPASLWaWHP1TeEf4beZ0mM31a223c8hfRMh Y Cpe 44 L L9CnkpBEeDc6dI1SF+v/ XAGHL ZE  IPVD LI NWcH/ cr¥V1IWRE+nO
exjalPel rdyHE4SHTO4 + 2 PEuCFKoFdNUEutNEF ZVwSy SOkMvNubes B2 1 WgeOYmIDE £ POZuHS 200 5Ma 5 J 4 50w0NeY Iy
wzlhEJrudrwCFEZ fbD8s0161vjldpendI jhlvvlcwTPo3vvnFe5wxp 724 feaPlauzC4200g8gixUt felnk L7 1quTG/de
8pQTnas fmR6oglAXqgC IJHUE T POIDAQARovEWHz AdBRgNVHO4EF gQUSwp2wi+g/ SCE4exC3Sdk 1 ARaWqEWDDY JKoZThve
HAQE LBOADggEBARART2+J=i0g] EVxJ 4t+T5SN106 22 0xyM= EWEEBNTCPgSk w38 INCEANn THNed JbPLCESHBE E+0IAGEMET L
Q098 EuPiX194F InTn/ 1gyzkxhd5+22/ LbgDRKIOWGTESNOv = G5 racHEcpRN L+VeviGLuAg=8 2CrQHEUX jX90sxn fB=
10qgqy SAH2 Ux4 t0nk oBVcEZQe0¥yEQC2g3Fl tue4l t 20k cs A4 D YRR 9VwMapk j L ConayhWe o YWGPtN1inl JbSglX0/ / 7T2nPL
S/ 2Y40nwlIT7 / aEBul lxH3pyerayHoM+hj+DepSy02 +XgeFODOBS jwv jEbnwkwES8 1P 9tIvEjgl f JWHAI BeM=
“</wsse:BinarySecurityIoken>
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<xenc:EncryptedEey xmlns:xenc="http://www. w3 crg/2001/04/xmlencH" >
<xenc:EncryptionMethod Algorithm="http: www . w3 . org/2001,/04 /s mlencrsa—ocacp-mgflp"=
<dsig:DigestMethod Rlgorithm="http:/Sfwww w3 crg/2000/09/  xmldasigHshal” =xmlns:dsig="
http - www. w3 . org/2000/09// xmldsigHf” /=
< fxenc:EncryptiondMethod>
“dsig:EevyInfo xmlns:dsig="http: www.w3.org/2000/09/ xnldaigH” =

<wsse:SecurityTokenBeference>
“wsse:Reference URI="#BST-0pEYpslielwpviIFMEwHRAEw22" ValuseType="
http: doca . casis—open . org/wsa/2004/01 /oasis—-200401-was—-x509%—taoken-profile—1 . 0#X5E0
L

“fwsse:SecurityTokenReferencer

<fdsig:EeyInfor
“<xenc:CipherDatarx
<xenc:CipherValue>
DIZY¥1loRkz7/aXrdrBNizcPnhProShh4FF8e jMP3igiPLEe SUF+0]5akKng ZwRBIb+107Y 30 TNShy
Th2¥YrDa2wSFUF cDRXiAnxD=5PWYDCVddr Tupo L0 Ldm6oRBOY JGEX JELvtFRBemp LI Jx8XHTE /Y9G
2BleTn7TDESmvYxE8lap3vaMerSKaSHIYHE L BuWlXfFy 9+ Tne6Rte3av+ 9 IEWWLYnI+mlAZ axLid
TwhliytJFCvwwSrANSBEzoiWrvy 7cOW4Kg2 AbEoXpKadD/ Ux+TEMF 4 TWELYAI ERrSWimYS=o2k PU
TLO1CuajlO7CCle41G+0D0CugSxPhxorJER41 20— /xzenc : CipherValue>
“/xmenc:CipherData>
<menc:Referencelistcs
<xenc:DataReference URI="# =zxZBTJ7bHS7dP00hmeyEmQ22" />
“/xnenc:Referencelist>
</xencEncryptedEey>
“wsu:Timestamp wsu:Ild="Timestamp-1ke023EEuS4uTaA=YE1Z1NQ22" xmlns:wsu="
http: docs .ocagsig-open. . org/wss/2004/01 foasis-200401l-was—wasecurity-—utility-1.0. xsd" =
“wsu:Created=2019-10-09T22:36:398< /wsu:Created>
AwsuiExpiresx2019-10-13T0%9:56:398< /wsu: Expires>
< fwsuiTimestamp>

<wsse:BinarySecurityToken ValueType="

http://docs.casis-open.org/wes/2004/01 foasia-200401-was—-x509-token-profile-1 . OfX509v3"
EncodingType="

http://docs . casis—open.org/wes/2004/01 foagis-200401-was—goap-message—gsecurity—1.0§Bases4Bin
ary" wsu:Ild="BST-JAOvMOORyqpeXpgVOLTdwag22" xmlns:wsu="

http-//docs casis-open. org/wss/2004/01 foasis-20040]1-was-wasecurity-ntility-1 .0 xad"=>
MITHnDCCBoSgAwIBAGIRATL JVOXrr85YCA6T0Hs t sEMwDOY JEa EThweHAQE LBOAwg ZY xC = A JBgNVBAY TA R ACME awCY
DVDOIExJHenVhdGWy IE1hbnMoZXNO ZX IxEDADBgNVEBACTEINhECGEvemDxGjAYBgNVEA TEUNPTUSE T¥BOOSBMaWl pd G
VEMTwwOgYDVOODE=zNOTO1FRESgUINBIE v E2FuaiphdClvbi BWYWxpECF 0aWsuIFN 1Y 3VyESBTEXJ 2 EX T gQOEwHR oM
TogwDTAIMDAwMDRwkh oM AwOTAOMIM10TUSW CCAQRC = A BgNVEAY TAIVTHMD 4 wD AY DV REWT4ANDEXxNDENMA=2 CAI TE
CEMEVEFhaDEXMBUCA ] TERxMOTTZ FadCBMYWE1 TENpAdHE xHOAsRgNVEBARE TE2T40CBOT 1 JUSCARNDYwIFAF U1 QxHDAaBgh
VBACTEINOYXR1 ICSmIEFVOYWggLSBEVEMxHTARBgNVBAS TFERL cCFvdCl 1 bnQgk2YgSCVhbHRoMSAwHg YDV LExdIk3
NOEWQgYnkgll3RhdGUgh2YgViRhalEcMBoCAl TECxMTUHI 1EWL 1LV T TCEaWxk Y 2 Fy ZDEeMBwCA ] UERAwwVEL SEYXOua
CGVhbHEo LnVOYWoguE292MITBI JANBgkghk 1 COwlBAQEFAROCAQRAMT TBCgRCAQEA] seTuCtgDJ3ITNDHe 6 r3K=CocJEFP
0jveoxSKEVxSHI TPGge+S0YaA0rIInCL] 9SATg20c01iEShz1+zFK4 1 RAnNmgSpok] / cleKdwalN2Zc IAQ1hIak P1E1Ha
2/ uTMHE gl vygh1IMFUi OW9biHnE 4wk gFnaJXMXNg63zv1ONWTYyyRpEYS0rI 99 rjagny 3btyi JEGrRT1da JHul 7TgisxC
ovaAV+zB+Koh/VOnSSyn LUNih LMXndPxi 0Fh S jVwgPZdsbEnJ5YSe+ismetGEhuhxk § £ TADXORMaUI £15PxsjSIFmowl
YIkSgwENSwK1bw3 55 ThnVWVEUF tZEnf 4/ pWDCU LwQIDAQARC4 I0AjCCAS IwHwYDVRO JEBgwE oAlUnwMr 2 s+ £ T 7Y vuypI
SCoStxtCwSOwHOYDVROOBEYEF LTRIEXpYw+wROgOvEQD/ oWEeDATXME 4 GA1 UADWER / wlEAwIF oDAMBgNVHREMEAF SERAJA
EMBOGA1 UdIQOWHMBQGCC s CAQUFBWMEBggrBgEFBQcDA JB0BgNVES AE S TEEMD s COC s GAQIE s i EBAqEDIBDArMCk GCCaGAQD
UFBwIBFhlodHRweczowL3N1Y3VWyESE jb21wECEnY 2 9t LONU=zATRgingOwBAg TwWgYDVED FRFMwIITBPoEZgS4EJaHR0c
DovLZNybCEijb21vECeY55]b20v0ONTORPULNBT 3 I nYWEpenF DaWwsuVmF aaWBhdClvb 1 N1 Y 3Vy EVH1 cnfl ckNE LmMy
LOCEBiwY IKwYBBOUHADEE £ =BOMFUCCCeCAQUEFBzAChE 1 odHEWDL 8w Y 3J 0 LoNvEW kb2 Nh LoNvES 90D TO01 PEESSU0F Pomd
hbml 6¥XRpb2 SWYWap ECE 0aWiulzZVjd I 1 U2VydmVyQ0EuY 3 J OMCOCCCaCAQUFB = BhhhodHRwli 8vbEZN=cCSjb21wEC
99Y¥ 5552 0wNOYDVEORBC 4w LI IVEL S Y XOuaGCVhBHR . LnVIYWaguE2 9 2ghNeYXOnaGtVhbHE: LnVOYWauE2 9 2MI ITB EgYRE
wYBHAHWeTEAqSCAWLAEgqgFgAWgAddDuS723dciguuFCab+rd4 BimowS+X Ty 2 IMAxHuJeqg ) SywAARAWWr SPhtARAFAWRG
MEQCIDgimiwvlyM=X9PjJol+T3orrveYK4Eitgesl /UnV2EIIAI AhsOgWh AWWSXvI¥YP4kghtr1GF EOC+HrCOVEYTENCS
pIOB2AF6nc/niVsDntTEI £ABJ40J 6k BoMhKESEoOYAZaBcUVYAARBZat T+ LMARRODNAR cwROIhAMA f Lbn5sVEBN1no 3K
Cg/SYwdBpkyxmiiWEERLXSTqOuAi AMT £08m/ n/uSsA9JEFH=BALZ TKWB+g2XvVj6F4 /RzBrwBIAFWB1MIWEDYE Suc Lm
1=8U/DASDh4cCUIFy+jgh0HESMMAR AR A £ 91 gAARONAR qwRgIhiMa Toup4 PAdvDrWIib8XPThCESTE27 EN3 jMbEPnp0
636041 EAi qHvwTMBEPDO+ycBgh 6X6smjXxYk 39px0U7 [ 1y tASy swDOY JKoZThvcNAQE LBOADggERATXwS 7/ + XY XVHWL
KNQHChOLBFERSpx LOhCBxUY 3ZCMeNIEBYY 1 TEyghShBdgZTCglyOh2EIu+TKtK3FhoRT+Ea3Y1uL7zpgRGPoeaplotm
IetOpCLaxTgl rgMPOAX JOVy TMxUUWT 3£ 1U+1i INT £ 7GGnEBrnOw f o JGAoXmC FxtjWzuxS1K4 £4 / 3SAVGh LThyaElysdov
mMhj toTMNECidY Thuk PTHDYC0dmME cT1X0Oh TEPThpll TV Iawvn LEUOx0XJEeMt i r1IHMSCCz4BCalyAuk CeMPOnmBRF A
3hd/+FTFJ4hvEeVIcHD+Mughhu jMWxH+J fun3gbc8MO91gCiBiYCowoGe=< /wsse :BinarySecurityToken™>
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<dsig:Signature xmlns:dsig="http://www.w3. org/2000/09/xmldaigf"=
<dsig:S5ignedInfo>

<dsig:CanonicalizationMethod Rlgorithr="http://www. w3 org/2001/10/xm]l-exc—cldn§" />
“<dsig:SignatureMethod Algorithr="http:/ /www w3 crg/2000/0% /xnldaigfraa—shal” =
<dsig:Reference URI="#Timestamp-1k&0s3KEuS54uTAeYE1Z1NQ22" >

<dsig:Transforms>

“<dsig:Transform Algorithr="http://www. w3 org/2001/10/xm] —exc—cldng" =
</dsig:Transforms:>
<dsig:DigestMethod Rlgorithr="http://www w3 org/2000/09/xmldsigfshal” />
“dsig:DigestValuse>Cal8EnpevdCmIgMI IwTWwivJock=</dsig:DigestValue>

</dsig:Reference>
<dsig:Reference URI="#Body-elVTTZxzj3yeC3kRvmEEVw22" >

“<dsig:Transforms>

<dsig:Transform Rlgorithm="http://www.w3. org/2001/10/xml-exc—clinf" >
</dsig:Transforms>

<dsig:DigestMethod Algorithr="http:/ www. w3 ocrg/2000/0% /onldaigishal” /=
<dsig:DigestValue>C+yIZBDGMBCSINEVoO0UDLIP/Z+XkQ=</dsig:DigestValue=
</dsig:Reference>
</dsig:S5ignedInfo>
“<dsig:SignatureValue>
nBEMeen3pVVHIiXwEgvk 1wAIpJES rNVwFHNwpHon 2 ANEWHESH jMaEC tnuhxKSHRrCO rNGCxgMmWCHr 2RaJabTORpa Ei
MACvBlcsxpleyF/ (REhuMIUrai TK9+zus++tIghFl18i LTLE+BlwLEébpnI EF51 /DEKVabpEFEhwSAUwE0PUE3FR
Clrp3d/folzyvrwel falsCdreSIHpKIDTCysbxEL L1 inmVUAR £ 6p £ 9YD2 2 Pymj 0U+EAQSUDwalk 00z=Cngg0EQEUEI =U
1101HZ2gldz=zgx0yg/ 6H8doVOvEDQUj =01 4sHv3CHECKr SSEVIx3 tnvhEyX4 t02nLEmi 1RY0bLEt3gik=—
“/dsig:SignatureValue>
Z<dsig:EeyInfo Id="HKeyInfo-XMECeiRODTmhsbrcHFgkUWD22" =
“wsse:SecuritylckenReferences
“wsseReference UxI—"#BST JhDvMDDRy{pogVDLT4wag22" TalueType="

Sw3n s
</wsse:SecuritylokenReferences
“/dsig:FeyInfo=-
</dsig:S5ignature=
</wsse:Securitcy>
</env:Header>
<env:Body wsu:ld="Body-elViTZx=]3veC3EREvmEFeVw22" xmlns:wsu="
http://docs . cagis—open.org/wes/2004/01/0asig-200401-wes—wasecurity-utility-1.0.xad4">
<xenc:EncryptedData Type="http://www w3 org/2001/04/xmlencfContent” Id=
"_=x2BTJ7bHS7dP00hmeyEmQ22" xmlns:xenc="http.//www.w3.org/2001/04 sonlencH" =

<xenc:EncryptionMethod Algorithr="http:/ www.w3.org/2001/04/nlencfaeslig-—che" />
<menc:CipherData®

“xenc:CipherValue>
YMESKDmg/ kYt rE5 1y 0 2NwC EhxyM2 s bNGORo0ydx1 SiPYF 90RAl +nmdHaXCRve S SuEaHAegeSrIxd
whmM] Zus86wIVvIcDocG5E f 3k 1x 2V cSERrhmM/ vNkKpl 60U fulry Y JGNBpIPA/ feYX3fct jabd
GE3CY8rDgl GWMVRYCXdgqkXaGrmCEib faXATablrR4G/ tX56// 1H/mKdOIDNNaiAwe+R/ 2pl 60 JoWk
EG+yOrXwe F4pUUA/ FBVOi8wbENO 748 IWT cgDY¥yHSpH+2826n0/ ol LKEc FOvHLpNpil 9t 7yBODjvg
ZaoiMEYXpHTREAxImCoumakmWO TROZuHvAcpBF F1 PWalojDaTt0gl2+oxEgqERDn2 i 1viuy T+YACy
8h090BPmdOpNenSREGE 6EEE+T/ APRpHBJI I 67 5E 5 TmDGRRDIO] ratxudachlaah8WiwyQKr 0YNaSFau
ENoTHN8rBDzkugoHx8dHOhE §jcNH3k 2WF TH9iRRheUOL / LIZ0SHgsMHe rSx81 7a5ggei8Wallocubs
TEENT50cRgFgGS4A+Y/ gXAnBI 9P IWlnngpouNe 8CCk 1Hv v Ewym200 6MF 0 TAY SCh=RPFEOJoiayC
/8h4YE706x/ n+hFEtxx3ek 5EaT7 6Xd0E1Wrt IXwLRCEs j J2gr 3 IC1ImPwaF SeHkwk tn2A/ TyOxEFa5/
QE21N6PwePvSyz/VUhyF</xenc:CipherValue=
</xenc:CipherData>
< /xenc:EncryptedDatar
< /enwv:Body>
<fenv:iEnvelope>

4.2.1.4. Digital Certificates

Digital certificates bind digital information to physical identities and provide non-repudiation
and data integrity. Before you begin the enrollment process, each entity should obtain one valid
digital certificate issued by an approved certificate authority (CA) and sends to Utah Medicaid to
be stored in the database; the State only recognizes and accepts submissions from providers who

EVV Technical Specs 19 07/01/2021




have a valid certificate in the system. There should only be one certificate per submitting
provider, and it should not be used by any other service.

A provider’s authorized representative obtains a digital certificate from their Information
Technology (1.T.) department and securely sends the certificate to Utah Medicaid’s EVV contact
person who is responsible for documenting and forwarding the certificate to the responsible team
at Department of Technology Services (DTS) for installation. The WSDL will then be created
and communicated by the State to the provider’s authorized official to be set up for file
exchanges.

4.3. SOAP Body

The SOAP Body contains encrypted payload of the submission Data File by the transmitter
application. The <EncryptionMethod> element identifies the algorithm used to encrypt the data
file as shown below.

<xenc:EncryptedData Type="http://www. w3 org/2001/04/xmlencfContent” Id=

" ex2BTJIThEHS74P00hmeyEmQ22" xmlns:xzenc="http://www. w3 . ocrg/2001/04/xmlenc">
zxenc:EncryptionMethod Rlgorithm="http:// www.w3. org/2001/04/xnlencaesl?8-—che" /=
“xenc:CipherData~

<xenc:CipherValues

YMESXDmag/ kY trE5 1y 0 2ZNw EhxyM2 sbNGORo 0ydx1 SiPYF 90RAl +nmdHaXCRve S SuEaHAageSrExd
xhmM1 Zus8 6wIVwIcQoCHE 3k 1x2VimI cSEBrhmM/ yNeEpl 60U fulryY JGHEpIPA/ fe¥X3fc6jabs
GE3CY8rDglGWMVRYCEdqkXgGrmGEib faXalsblrR4G/ tX56/ 1H/nKA0IDNNaiAwe+R/ zpl 60 9oWk
6G+yOrXwe [4pUUA/ FBVDi8wbEND 7d8 1WTegDYyHSpH+2a2Gn0/ ol LKBEc EDvNLpNpil 9t 7¥BODjvyg
FEaoIMFYXpHTREIxDmCoumskmWOTROZuHvRAcpAF f1 PWs0ojDa7t0gl2+oxEgERTZ i 1viuy I+YACY
8hQ90BPodOpNeuSREGFRZEF+T /APRHBI I 67 SFSTRDGRROOI rataulachlaahSWlwyOKr0¥NaSEsu
ENoTH8rEDzkugoHx8dH0hE §jcNH3k ZWE TH91RRhEeUDL / LIEQSHgsMHe rSx81 7Tabfqg6idWaIloubs
TEENTSDcRgEgE5d+Y/ qAnBJ 3P ] IWlmngpoule8CCk 1Hv6vEwym20D6ME 0 TAYSCheRP fEQJoiayC
/8h4YET06x/ n+hFEtax3ek5Ea76Xd0EIWr tIXwLRCEaj 0 2gr3IClnPwEF SeHewk tn2A/ TyOxFa5/
QE21N6PwePvSyz /VihyF</xenc:CipherValue=

</menc:CipherData®

=/renc:EncryptedData

4.4. Guidelines for Composing EVV Data File
Below are general guidelines for composing the submission Data File:

1. The data file can only contain valid uncompressed and unencrypted XML.

2. The data file must contain at least one (1) and cannot exceed 10,000 records per
transmission.

4.5. Structure of EVV Submission Data File

The submission data file uses the XML schema as display below.
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Figure 4. EVV Data File XML Schema

¥ <xsd:schema xmlns:xsd="http://waw.w3.org/2001/XMLSchema"” xmlns="http://www.w3.0rg/2001/XMLSchema”
targetMamespace="http://xmlns.coracle.com/evv_data" elementFormDefault="qualified">
v<xsd:element name="EVV_Datalist">
v<xsd: complexTypes>
¥ <xsd:sequence>
<xsd:element name="user_id" type="string" maxOccurs="1" minQccurs="1"/>
<xsd:element name="transmit_type" type="string" minOccurs="1" maxOccurs="1"/>
<xsd:element name="submit_type" type="string” minOccurs="1" maxOccurs="1"/>
v<xsd:element name="EWW_Data" maxOccurs="10008" minOccurs="1"3:
v <xsd:complexType:
v <xsd:sequencer
v<xsd:element name="main_record” maxOccurs="1" minOccurs="1">
v <xsd: complexTypes>
¥ <xsd:sequence>
<xsd:element name="orig_receipt_id" type="string" minOccurs="8" maxOccurs="1"/>
<xsd:element name="batch_id" type="int" minOccurs="1" maxOccurs="1"/>
<xsd:element name="record_id" type="int" minOccurs="1" maxOccurs="1"/>
<xsd:element name="member_id" type="string” minOccurs="1" maxOccurs="1"/>
<xsd:element name="last_name" type="string" minOccurs="1" maxOccurs="1"/>
<xsd:element name="first_name" type="string" minOccurs="1" maxOccurs="1"/>
<xsd:element name="middle_init" type="string" minOccurs="@" maxOccurs="1"/3
<xsd:element name="service_code” type="string" minOccurs="1" maxOccurs="1"/>
<xsd:element name="service desc" type="string" minOccurs="@" maxOccurs="1"/>
<xsd:element name="provider_npi” type="string" minOccurs="1" maxOccurs="1"/>
<xsd:element name="name_of aide" type="string" minOccurs="1" maxOccurs="1"/>
<xsd:element name="beg_date_svc" type="dateTime" minOccurs="1" maxOccurs="1"/>
<xsd:element name="end_date_swvc" type="dateTime" minOccurs="1" maxOccurs="1"/>
<xsd:element name="begin_geo_latitude” type="int" minOccurs="8" maxOccurs="1"/>
<xsd:element name="begin_geoc longitude" type="int" minOccurs="@" maxOccurs="1"/>
<xsd:element name="begin_address1" type="string" minOccurs="1" maxOccurs="1"/>
<xsd:element name="begin_address2" type="string" minQOccurs="8" maxOccurs="1"/>
<xsd:element name="begin_city" type="string" minOccurs="1" maxOccurs="1"/>
<xsd:element name="begin_state" type="string" minOccurs="@" maxOccurs="1"/>
<xsd:element name="begin_zip" type="string” minOccurs="0" maxOccurs="1"/>
<xsd:element name="end_geo latitude" type="int" minOccurs="8" maxOccurs="1"/>
<xsd:element name="end_geo_longitude” type="int" minOccurs="@" maxOccurs="1"/>
<xsd:element name="end_address1l" type="string" minOccurs="1" maxOccurs="1"/>
<xsd:element name="end_address2" type="string" minOccurs="@" maxOccurs="1"/>
<xsd:element name="end_city" type="string" minOccurs="1" maxOccurs="1"/>
<xsd:element name="end_state” type="string” minOccurs="0" maxOccurs="1"/>
<xsd:element name="end_zip" type="string" minOccurs="@" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
</xsdielement>
</xsd:sequence>
</xsd:complexType:>
</xsd:element:
</xsd:sequence>
</xsd:complexType>
</xsdielement>
</xsd:schema>

4.6. Data File XML Elements

The following table provides details of XML elements that the XML schema requires in the
EVV data file of the SOAP message when transmitting information to Utah Medicaid.

Table 7: EVV Data File XML Elements
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Element Name Description | Type Required Min. Max.
Occurs Occurs
EVV_DataL.ist Start of the Yes 1 1
EVV data
file
user_id Provider or | VARCHAR (1-60) Yes 1 1
person who
creates the
data file
transmit_type Transmission | VARCHAR (1) Yes 1 1
Type Value: B (Batch)
submit_type Submission | VARCHAR (1) Yes 1 1
Type Value:
N (New),
C (Correction)
EVV_Data Start of an Yes 1 10,000
EVV record
main_record Start of EVV Yes 1 1
record
orig_receipt_id Receipt_id VARCHAR (32) No 0 1
of the record
to be
replaced.
Required if
submit a
Correction
record.
batch_id Batch_id #in | VARCHAR (1-10) Yes 1 1
the data file
record_id Record id# | VARCHAR (1-10) Yes 1 1
in the batch
member _id Member VARCHAR (10) Yes 1 1
Medicaid ID
last_name Member last | VARCHAR (1-255) | Yes 1 1
name
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Element Name

Description

Type

Required

Min. Max.
Occurs Occurs

Member first

first_name VARCHAR (1-255) | Yes 1 1
name
middle_init Member VARCHAR (1-255) | No 1 1
Middle Init
service_code HCPCS/CPT | VARCHAR (1-5) Yes 1 1
code or
DSPD
service code
service_desc Description | VARCHAR (1-255) | No 1 1
of Service
provider_npi Provider NPl | VARCHAR (1-12) Yes 1 1
or PRISM ID
name_of aid Name of VARCHAR (1-255) | Yes 1 1
person
providing
service
beg_date svc Begin date of | DATE/TIME Yes 1 1
Service Format:
YYYY-MM-
DDTHH:MM:SS
Example:
(2019-09-
01T10:15:00)
end_date_svc End date of | DATE/TIME Yes 1 1
Service Format:
YYYY-MM-
DDTHH:MM:SS
Example:
(2019-09-
01T15:30:00)
begin_geo_latitude Latitude NUMBER (38, 10) No* 0 1
coordinate Example:
28.523
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Element Name

Description

Type

Required

Min.
Occurs

\VEVE
Occurs

begin_geo_longitude Longitude NUMBER (38, 10) No* 0 1
coordinate Example:
80.683
begin_addressl Address VARCHAR (1-255) | Yes* 1 1
where
service was
provided
begin_address2 PO Box, VARCHAR (1-255) | No 0 1
apartment
number, etc.
begin_city City where VARCHAR (1-60) Yes* 1 1
service was
provided
begin_state State where | VARCHAR (1-20) No 0 1
service was
provided
begin_zip Code where | VARCHAR (1-10) No 0 1
service was
provided
end_geo_latitude Latitude NUMBER (38, 10) No 0 1
coordinate Example:
28.523
end_geo_longitude Longitude NUMBER (38, 10) No 0 1
coordinate Example:
80.683
end_addressl Address VARCHAR (1-255) | Yes 1 1
where
service was
provided
end_address2 PO Box, VARCHAR (1-255) | No 0 1
apartment
number, etc.
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Element Name Description | Type Required Min. Max.

Occurs Occurs

end_city City where VARCHAR (1-60) Yes 1 1
service was
provided

end_state State where | VARCHAR (1-20) No 0 1
service was
provided

end_zip Code where | VARCHAR (1-10) No 0 1
service was
provided

NOTE: *Either begin_address1/begin_city OR begin_geo_latitude/begin_geo_longitude must be present

4.7. Examples of Data File SOAP messages:
Providers can send new or correction to replace previously accepted submission. If a

replacement is submitted, the receipt 1D, batch ID and record ID of such records to be replaced
must be provided in the correction file.

Below are some examples of SOAP messages for transmitting data file for a new and a
correction EVV record in a submission batch.
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Figure 5: Example of SOAP Message of a New EVV Record Batch

<soapenv:Envelope xmlns:soapenv="http:
knlns:evv="http'

fschemas _xmlsoap.org/soap/envelope/"

amlns . oracle . com/fevv_data™>

<soapenv:Header
<soapeny :Body>
=evw: EVW_Datalist>
“evv user_id-Testl</ewv:user_id>

“evvitransmit_typerB</evvitransmit_ type~
<evv:submit_typerN</evv:submit_type>
<!——1 to 10000 repetitions:——>
<ewv: EVV_Data>

= evv:main_reccrd:=-

“evviorig receipt_id

fevv:iorig_receipt_id> ——0Optional--=

<evv:batch_id>l</ewv:batch_id>
“ewvv:record id
<evv member_ id»5553337770</evv member_id>

<evv:last namerDoe</evv:last_name>

fevv:record id-

<evv:first name>Janel</evv:first_name>

<evv:omiddle_initr</evv:middle_init> <!-—-0Optional--=

“evv:iservice code>l0105</evv: service_code>

——Optional--=

evv:provider npi>

“evv:service descrTesti</evv:service_desc>

<evv:provider_npi>000120&30

<evv:name_of_ aiderJane Doe-
<evv:beg_date_svecr2020-10-2€T13:00:00</evv:beg_date_svec>
<evv:end_date_svcr2020-10-2€T14:00:00</evv: end_date_svec>

fevvoname of_aide>

<evv:begin_gec_latitude></evv:begin_geo_latitude> <!-—-0ptional--=-
<evv:begin_gec_longituder</ewvv:begin_geo_longitude> <!-—-0ptional--=
<evv:begin_address1>1420 West 100 Scuth</evv:begin_addressl>
<evv:begin_addressi></evv:begin_addressi> <!-—-0ptional--=
<evv:begin_city=Salt Lake City</evv:begin_city>
<evv:begin_staterUl</evv:begin_state> ——0Optional--=
<evv:begin_zipr84115</evv:begin_zip> <!--Optional--=
<evv:end_gec_latitude: evv:end_geo latitude> <!-—-0Optional--=
<evv:end_geoc_ longituder</ewvv: end_gec_longitude> <!-—-Optional--=

<evv:end_addressl>1420 West 100 South-

<evv:end_addressz:

fevv:end_ addressl>

fevviend_ address2» <!--0Optional--=
<evv:end_ecity>Salt Lake City</evv:end_city~-
<!l ——0Optional--=

<evv:end_ zipr84l1l5</evv:end zip> <!--Optional---

<evv:end_staterUl</evv: end_state>

=/evv:main_record>
< /ey EVV_Dataxr
</ewv:EVV_Datalist>
</ soapenv:Body>
</ scapenv:Envelope:=
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Figure 6: Example of SOAP Message of A Correctlon EVV Batch

<socapenv:Envelope

pla s:evr="http
<soapenv:Header
<soapeny:Body>

</ soapenv:Body>
{soapenv:Envelope>

<evviorig_receipt id=>

<evvimiddle inits-

<evv:iprovider npi=00012

<evv:beg _date svc

<evv:begin_ gec longitude
<evv:begin_ addressl:
<evv:begin_ addressi:
<evv:begin_ city>5Salt Lake City:
<evyv:begin_ state>UT</evv:begin state>
<evv:begin zipr84115</evv:begin zip>

<evv:iend geo latitude::
<evv:iend geo longitude:-

<evv:end address2xz</evv:end address2:
<evviend city=Salt Lake City:
“eyviend statexUTl</evv:iend state>
<evviend zipx84115</evv:end zip>

<evw:EVV_Datalist>
<evviuser_id-Testl</ewvv:iuser id>
<evvitransmit typerB</evvitransmit type>
<evvisubmit typevv'submt Types
<l——1 to 10000 repetitions:——=
<eyv:EVV_Datax

<evv:imain record:>

<evvirecord idrl«<fevv:record id=-
<evvimember id>5553337770</evv:imember id=>
<evv:last namerDoe</evv:last name>
“eyv:first_name>Janel</evv:first_name>

<l —0ptional-——=
“eyv:service codex10105</evv:service code>

Jevvimiddle init>

“evv:service descrTestl</evviservice desc>

<evviname of aiderJane Doe</evv:name of aidex

=2020-10-2€T13:00:00=/evv:beg_date svc>
<evv:iend date svcor2020-10-2€T14:00:00</evv:
<evv:begin_ geo latitude>

fevv:begin address2:

<evv:iend addressl>1420 West 100 South</ewwv:

<l —0ptional-——=

Jevviend city>

<l —0ptional-——=

<|--COptional-—=

Jevvimain record:
</fevv:EVV_Datax
fewry:EVV_Datalist>

2d532€3133223034321303599433303635</evv orig_receipt_id>
<evv:batch_id-l</evv:bkatch_id>

<|--COptional-—=
€900=/evv:provider npi>

end date svoc>
fevwv:begin geo_latitude:

fevv:begin_ geo longitude:
420 West 100 South</evv:begin addressl>

<l —0ptional-——=
fevv:begin city>

<l —0ptional-——=
<|--COptional-—=

<l —0ptional-——=
<l —0ptional-——=
end addressl>

fevviend geo latitudex
Jevviend gec longitude>

<l —0ptional-——=

<l -——0Optional-—=
<l -——0Optional-—=

4.8. API Data Validation and Error Message

The table below provides information regarding the front-end data input validation and error
messages when data input failed the front-end validation.

Table 8: API Input Data Validations and Error Messages

Input Field

user_id

Data Input Validations

e Not null

Error Message

e Missing User ID

transmit_type

e Not null
e Value equals “B”

e Missing or invalid transmit_type
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Input Field

Data Input Validations

Error Message

e Missing or invalid transmit_type

submit_type

e Notnull
e Value equals “N” or “C”

Missing or invalid submit type
Missing or invalid submit type

orig_receipt_id

e If transmit_type is “C”, and
this field cannot be null

Missing required field

e Exceed limit data length

batch_id e Not Null Missing required field

e Exceed limit data length Data Fields Exceeded Limit
record_id e Not null Missing required field

e Exceed limit data length Data Fields Exceeded Limit
member _id e Not Null Missing required field

e Exceed limit data length Data Fields Exceeded Limit
last_name e Not Null Missing required field
first_name e Not Null Missing required field
service_code e Not Null Missing required field

Data Fields Exceeded Limit

provider_npi e Not Null Missing required field

e Numeric value Invalid Data Types

* Exceed limit data length Data Fields Exceeded Limit
name_of aide | e Not Null Missing required field

beg_date svc

e YYYY-MM-DDTHH:MM:SS

Example 2019-09-
29T14:30:00

e Begin date/time not greater
than End Date/End Time

e Not exceed 365 days

e Cannot be a future date

e Individual service duration
cannot exceed 24 hours

Invalid Date/Time format. Please re-
submit using YYYY-MM-
DDTHH:MM:SS format

End Service date and time should be
greater than Begin Service data and
time.

Service date/time cannot exceed 1
year from Date of Service.

Service date/time cannot be a future
date/time.

Service duration cannot exceed 24
hours.
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Input Field Data Input Validations Error Message

end_date svc | e YYYY-MM-DDTHH:MM:SS | e Invalid Date/Time format. Please re-

Example 2019-09- submit using YYYY-MM-
29T14:30:00 DDTHH:MM:SS format
e Begin date/time not greater e End Service date and time should be
than End Date/End Time greater than Begin Service data and
time.
e Not exceed 365 days e Service date/time cannot exceed 1
year from Date of Service.
e Cannot be a furfure date e Service date/time cannot be a future
date/time.
e Individual service duration e Service duration cannot exceed 24
cannot exceed 24 hours hours.
begin_addressl | @ Not Null (without e Missing required field

begin_geo_latitude and
begin_geo_longitude)

e Null permitted (with
begin_geo_latitude and
begin_geo_longitude

begin_city e Not Null (without e Missing required field
begin_geo_latitude and
begin_geo_longitude)

e Null permitted (with
begin_geo_latitude and
begin_geo_longitude

5. APl Submission Acknowledgement XML Schema

Once the provider’s transmission is authenticated and authorized, the data in the transmission is
processed in sequence, record by record. The submission is accepted if all records in the batch
meet data input validations, otherwise, the entire file is returned to the provider for correction
and re-submits.

If some of the records in the batch are accepted and some failed, the acknowledgment SOAP
message will indicate the number of record submitted in the batch, the total numbers of records
were accepted and the total numbers of records are rejected, along with the rejected record detail
(including batch-id and record-id where the error message is located in the provider’s file)

EVV Technical Specs 29 07/01/2021



Figure 7: Submission Acknowledgement XML Schema

<7?xml wersion= 'l.0' encoding= 'UTF-8' 7=
<xsd:schema xmlns:xsd="http:/fwww w3 org/2001/¥MLS5chena” xmlns="http:/fwww w3 _org/2001 /¥MLSchema”
:arge:Hamespa:e="http:fﬁxmlns.cracle.ccmfrespcnse data” elementFormDefault="gqualified">

<xsd:element name="Response DatalList">
<xsd:complexTypes
“xsd:seguence>
<xsd:element name="receipt id" type="string" maxOccurs="1" minCccocurs="0"/>
<xsd:element name="total records” type="int" m
<xsd:element name="total accepted" type="int" ma
<xsd:element name="total rejected" type="int" max
<xsd:element name="response record” maxfocours="10000" minlccurs="1">
<xsd:complexTypes
“xsd:seguence>

curs="1" minfccurs="0"/=
cours="1" minfccurs="0"/=>

Cocours="1" minfccurs="0"/>

“xsd:element name="batch id" type="int" maxfccurs="1" minfccurs="0"/=>
<xsd:element name="record id" type="int" maxlfccurs="1" minlccurs="0"/=
<xsd:element name="error desc" type="string” maxlccours="1" minCccurs="0"/>
=/nsd:sequencex
<fxsd:icomplexTyper
</usd:elemsnt>
</nsd:seguencer
<fxsd:complexTyper
</usd:element>
</fxsd:schema=

Table 9: EVV Acknowledgement XML Elements
Element Name Description Max. Min.

Occurs Occurs

Response_DatalL.ist | Start of the response message 1 0

receipt_id Utah Medicaid’s Receipt ID | Num (32) 1 0
for the provider’s submission

total_records Counts of number records Num (1-10) 1 0
included in the submitting
batch

total_Accepted Counts of total accepted Num (1-10) 1 0

EVV records in the
submitting batch

total_rejected Counts of total rejected EVV | Num (1-10) 1 0
records in the submitting
batch
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Element Name Description Max. Min.

Occurs Occurs

response_record Start of identified error EVV
record in the batch

batch_id The provider provided batch | Num (1-10) 1 0
ID in the submitting file,
which the error record is
located

record_id The provider provided record | Num (1-10) 1 0
ID in the submitting file,
which the error record is

located
error_desc Error message for the VARCHAR (1- |1 1
rejected record 255)

6. Transmitting API Correction/ Replacement EVV
Records
Providers can transmit a correction batch of EVV data; all need to be in its own batch with

transmission type indicates as “C” and the original receipt 1D, batch ID and record ID must
be provided for each record within the batch, otherwise, the record will be rejected.

6.1. Correct and Replace original record that were rejected

If an EVV record is rejected during the first submission, such record it is returned to the
provider to make the necessary correction and resubmit as a new record.

6.2. Correct and Replace original record that was accepted
If an EVV record was accepted during the record’s first submission and the provider needs

to make a correction to replace this original at a later date, the original’s Receipt-1D, Batch-
ID and Record-ID are required in the correction file.
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Figure 8: Example of SOAP Message of A Correction EVV Batch

Fsoapenv:Envelope xmlns:soapenv="http://schemas.xmlscap.org/soap/envelope/"

At W
data™>

xmlnsevv="http:
<soapenv:Heads
<soapeny:Body>
<evw:EVV_Datalist>
<evviuser_id-Testl</ewvv:iuser id>

<“evvitransmit type>B</evvitransmit type>
<evv:isubmit type>C</evv:submit type>
<l——1 to 10000 repetitions:——=
<eyv:EVV_Datax

<evv:imain record:>

<evv:batch_id-l</evv:bkatch_id>

<evvirecord idrl«<fevv:record id=-

<evvimember id>5553337770</evv:imember id=>

<evv:last namerDoe</evv:last name>
“eyv:first_name>Janel</evv:first_name>

1 ——Optional-——=
10105« /evv:service code>

<evvimiddle initr</evv:imiddle init>

<evviservice code:

“evyv:service descrTestl</evviservice descr =!--Optional-->

<evyv:iprovider npi>000120€300</evv:provider npi>

<evviname of aiderJane Doe</evv:name of aidex
2020-10-26€T13:00:00=/evv:beg_date_swvce

<evv:iend date svcor2020-10-2€T14:00:00</evv:end date_ svo
—Optional——=»

<evv:beg _date svc

<evv:begin geo latitude></evv:begin geo latitude>

<evv:begin_ gec longitude></evv:begin geo longitude:
<evv:begin_ addressl>1420 West 100 Scuth-

fevv:begin addressl>
<evv:begin address2></evv:begin address2> <!-—Optional-—=
<evv:begin_ city=5Salt Lake City</evv:begin city>

<evv:begin_ state>UIl</evv:begin state> <!-—0Optional--=
<evv:begin_ zip>84115</evv:begin zip> <!--Optiomnal--=
<evv:iend geo latituder</evv:end geo latitude> «!--Optional-—>
<evv:end geo longitudex</ewvv:end gec longitude> <!-—Optional--=

<evv:iend addressl>1420 West 100 South</evv:end addressl>
<evv:end address2>z</evv:end address2> «<!-—Optional--=
<evv:iend city>Salt Lake City</evv:end city>

1 ——Optional-——=

“evyviend state:UTl</evv:iend state:

<evviend =zipr84115</evv:end zip:>
</evvimain record:>
</fevv:EVV_Datax
</evy:EVV_Datalist>
</ soapenv:Body>
</ soapenv:Envelope>

1 ——Optional-——=

<evviorig receipt id>2d838€31332230343130359433303635</evv:orig receipt id> <!--Optional--—>

Appendix A

Since a CSV file cannot save custom formatting, if you open a CSV for any additional edits, any
leading O's (zeros) will be removed by Excel. If you open the CSV file in Excel, you will need to
complete the steps below to prevent Excel from changing the Member ID column. You will

need to do this each time you open your CSV file in Excel.
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Figures 1 and 2: Steps for Keeping Member ID to 10 digits to address leading 0’s

o Format Cells 7 X
1 id Alignment Font Border Fill Protection
2 ~ .
1. Right Click on Column Lategory:
3 header. General Sample
4 — El::r..::c’y Member ID (req)
5 D Accounting Type:
Date I
Paste Special... Time 0000000000
6 Percentage h:mm:ss A
7 lnsert Fraction m/d/yyyy h:mm
mm:ss
g| 2. Select Format Cells mm:ss.0
nficia @

g - I Custom I [hl:mm:ss

- Clea ntents _(5* #,##0_),_(S* (#,##0),_($* - (@)
10 B o)

1 * #,220.00_);_(S* (#,##0.00);_(5*"-"727);_
1 1 Eonf](Cdls... e £ #££0,00 ) [* (#,2£0,00): (*"-"77 ) (@
12 ! Column Width... SN

1 Delet
13 | Hide - -
14 Unhid Type the number format code, using one of the existing codes as a starting point.

| Unhide |
15 |

% Cancel
You will need to add a space

between the times in the
Begin time and End time columns and the denotation of AM or PM. Excel will convert it to
a 24-hour clock format for you.

beginDate inTi endDate endTime beginDate inTi endDate endTime
) 4:33 PM |—2/14/2020 Jop—120 341320 16:33 | 3/14/2020 1:01
) 3/13/2020 16:33  3/14/2020 1. 120 3/13/2020 16:33  3/14/2020 1:01

Click the Choose File button and select your file. Then click Upload CSV.
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